Process for using

MFA authentication

Part 1: Download the Salesforce Authenticator App for either Apple or Android
Please note Part 1 and Part 2 are required ONCE only.

If you are comfortable setting up the app move to Part 2

Bendigo Bank
Broker

Step 1
Open the Salesforce
Authenticator App
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Step 2

For the first time you
will be prompted by a
Welcome message.
Click Next

-

Walcome to Salesforce
Authenticator!

Step 3

Then a Secure Your
Accounts screen. Click
Next

I

Secure Your Accounts
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Step 4

Then an Easily
Approve Requests
screen. Click Next

Easily Approve Requests

Step 5

Followed by a Back
Up Accounts screen.
Click Next

Back Up Accounts

Step 6

After these initial
screens you will be
prompted Is this your
first time connecting
an account to
Salesforce
Authenticator? Click
Yes

15 this your frst time connecting an account
to Salesforee Authenticatar?

Step 7

Then the following
message appears You
can approve requests
and use 6 digit time-
based one-time
passwords (TOPs)
only after you connect
to Salesforce
Authenticator.

Step 8
Click Connect Your
Account

Step 9

On the next screen
you will be given a one
time password. You
will need this two-
word phrase for your
initial login to the
Bendigo Bank Broker
Portal.

DO NOT FORGET this
phrase. You will need it
for the next step

*note example
provided below

On your computer, enter this two-word
phrase when prompted €

ald leadership

Lea Mere in Help

To connect other accounts, scan
2 QR code

Scan a QR Code

Step 10
You can now close
this app. End of Part 1
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https://apps.apple.com/au/app/salesforce-authenticator/id782057975
https://play.google.com/store/search?q=salesforce+authenticator+app&c=apps&hl=en_AU

Part 2: Logging on to the Salesforce Portal using MFA authentication

(1st time login experience only)

Step 1

Navigate to and open
the Bendigo Bank
Broker Portal

Bendigo Bank
B2

s
& Username

Step 2

Log into the Bendigo
Bank Broker Portal
using your existing log
in credentials

Bendigo Bank
Broko‘vgo

8 possword

]

Forgot your password?

& possword

Step 3

You will be prompted
to enter your MFA
authentication

Step 4

Open the Salesforce
Authenticator App on
your mobile device
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Step 5
Retrieve your two-
phrase password
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< Back

Connect Your Account

For These Accounts
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On your computer, enter this two-word
phrase when prompted €
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Learn More in Help

To connect other accounts, scan
a QR code.

Scan a QR Code

Step 6

Navigate back to the
Bendigo Bank Broker
Portal and input your
password

Step7

Once you have put
your two-phrase
password in - click
Connect and you will
be directed to the
next screen. This
screen dlerts you to a
prompt on your mobile
device

Check Your Mobile Device

Use Sobestorce Authermscanr 10 vty the £ornaction 10 your.

Step 8

Navigate back to your
mobile device and
open the Salesforce
Authenticator App.

Step 9

You should be
presented with a
Connect Account
screen. Select
Connect

1:42

&

Connect Account

We tell you when sameone’s trying to access your
account data. If it's you and everything's OK, you can
verify the activity. BUt if something’s not right, you
can block it

Usemame
& mintysalad@bendigoadelaide.com.

Senvice

@ Salesforce

Connect

Cancel

Step 10

You will be presented
with an Account
Added page. Hit Got it

Account Added

You tan now use Salesforce Authenticator

to authenticate activities associated with
Salesforce,
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Step 11

You will then be
presented with the
Enable Permissions
page. Click on the
Notifications
Disabled button. Turn
these on. You will
need these to a7
approve your login
to the Bendigo Bank
Broker Portal

@® Salesforce

Username.

Enable Permissions

For the best verification experience, enable

these permissions.
Clent

Push Notifications

Step 12

You will then be
presented with
another approval
page. Click Approve

& rintysalad@®bendigoace aide
action
A LogInto Broker Portal

8 Chrome 141 on Windows 10

Step 13

few more times

For fast, one-tap verification requests, enable
push notifications. Otherwise, you have to
open Salesforce Authenticator every time,

Notifications Disabled —

Automation

To automatically approve requests from
trusted locations, enable these permissions,
Salesforce doesn't track or share your location
Your location data never leaves your device.
Learn More in Help

. Deny
Location Access

Location Access Denied =

Background Access

Background Access Denied >

approve

Navigate back to the Bendigo Bank Broker Portal - which
should now be logged in and at the landing page

PR ——

roker Wabsite >

Policies and Guides >

Products and Foes

Step 14

You can
now close
this app. End
of Part 2

44

Part 3: Logging on to the Salesforce Portal using MFA authentication

(Ongoing login experience)

Step 1
Navigate to and open the
Bendigo Bank Broker Portal.

Log into the Bendigo Bank
Broker Portal using your
existing log in credentials

B 2ot

.
& Username

a
O Password

Step 2

You will then be prompted
to approve login on your
mobile

Step 3

Navigate to your mobile
device to approve log in
request. Open the request

Step 5
Click Approve on the
approval request

@ Salesforce

Username
& mintysalad@bendigeadelaide

action
A Log In to Broker Portal

client
0 Chrame 141 on Windows 10

To use automations, approve requests from this location a
few mare times.

You should now be logged into the Bendigo Bank Portal!

This document is to be used as a guide only, is intended for broker use only and is not to be distributed to customers. Please contact your Business Development Manager for specific information.
This guide is subject to change without notice. Bendigo and Adelaide Bank Limited ABN 11 068 049 178 Australian Credit Licence. (2258414-2258499) (11/25)

brokers.bendigobank.com.au
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https://www.brokers.bendigobank.com.au/

